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O003HaYeHUsI M COKPAILLEHUS

Tepwn, abOpesnatypa, [MosicHeHwue, onpe/eseHue, paciudpoBKa
COKpaIleHue, 0003HauYeHHE

b1 baza nagueIx

OYJICOOT, OO01eCcTBO ¢ OrPaHUYCHHOM OTBETCTBEHHOCTBIO «DyrcodT»

000 «®YIJICODT»

I10 ITporpamMmmMHOe obecrieueHue

CYB/J Cucrema yrnpaBiieHus: 0a3aMu TaHHBIX

Dev-cpena Cpena pa3pabOTKM H  TECTHPOBAHHS  MPOTPAMMHOTO
obecrnieueHus

HTTP(S) HyperText Transfer Protocol (Secure), mporokon mepemayu
JIAHHBIX (C TOIEPIKKOM IHU(PPOBAHHS)

JSON JavaScript Object Notation, TekcToBblii (popmaT oOMeHa
JMAHHBIMHM, OCHOBaHHBI Ha S3bIKE IMPOrPaMMHPOBAHUS
JavaScript

Prod-cpena Cpena TPOMBIIIICHHOW  AKCIUIyaTalldd  MPOrPaMMHOTO
obecrnieueHus

PostgreSQL CBoboanas oobekTHO-pensiiuonnas CYB/]

SSL Secure Sockets Layer, ypoBeHb 3alMIICHHBIX COKETOB,
KpunTorpaguueckuil IpOTOKOI CBSI3U

TCP Transmission Control Protocol, mnpoTtokon ymnpasieHus
nepenayen

XML eXtensible Markup Language, paciupsieMsblii sI3bIK pa3METKH

1. AuHoTaums

[Iporpammuoe ob6ecnieuenune «llnatéxupiii nuo3 000 «DVYIICODT» (manee —
[TnaréxHplii NUTI03) MpenHa3HaueHo Juid npuéma U oOpaOOTKM IUIaTeXell HaceleHus, Te
Cp€aACTBaMU ILIATCXKa SABJIAIOTCA 0aHKOBCKHE KapThbl, HAJIWYHBIC JACHCKHBIC CPEACTBa H
AJIEKTPOHHBIE JICHEeXKHBIE CpeACcTBA. ApXUTeKTYpHO [lnaréxHblil mumo3 noaaepxusaer padboTy ¢
HECKOJIbKUMH OaHKaMH-IKBaliepaMu.

JIaHHBI JTOKYMEHT COCTaBJICH B LEJAX ONUCaHUS TpPeOOBaHUM K CHUCTEMHBIM U
TEXHUYECKUM CpeACTBaM 3KcrutyaTanuu [Tnaréxnoro nuio3sa.
2. Obuiee onucanue

[Tnaré&xHblii 1UTI03 pa3paboTaH ¢ IETbI0 aBTOMATH3AalMM TIpUEMa IUIATeKEH OT
(U3NIECKUX JIUIT 32 TOBAPHI M YCITYTH.

[Inaréxubplil MUTI03 TpeAHa3HAYEH IS PEMICHU 3aa4M 110 Nepeade TEHEKHBIX CPENICTB
OT TUTATEIBIINKA JIO TTOCTABIINKA TOBAPOB MIIN YCIIYT.

ABTOMAaTU3UPYEMBIMH SIBJISIFOTCS TPOLIECCHl MpUeMa IulaTeka (OaHKOBCKOM KapToid,
HAJIMYHBIMH WM JIEKTPOHHBIMU JIEHE)KHBIMU CPEJICTBAMU), TIEpEIauu IEHEKHbIX CPEACTB Yepe3
0aHKOBCKHE CHCTEMBI IIOCTABIUKY TOBAPOB U YCIIYT.




TUHbKOGg b BaHK

| http:/iget
https/iged <XML/>

(‘ B https://post VISA

‘ Hos:/ Mnar ] > >
NP e <«
{JSON} BPCK {JSON} mastercard
e M=
r

BHewHue web-cepeuch!

CP/sslv3
<XML/>

CHCTEMA
“IrorPoA™
Iz. 8] — /\

mé YPANCVIE

Pucynok 1 — Apxurekrypa [Tnaréxuoro nuiosa

3. IlepeyeHp mpoOrpaMMHOro oOecmeuyeHHsl, HeOOXOAMMOro [Jisi  oDecmeYeHus!
¢pynkuuonnposanus Ilnaréxkuoro muro3a
Hacrosimuit Ilepedens npeaHasHadeH Ui HOJJIEPKaHUS B aKTyaJlbHOM COCTOSIHUM
CHMCKa TMPOrpaMMHBIX HMHCTPYMEHTOB, HCIOJb3yeMBIX B XOA€ JKcIulyatauuu Ilmaré&xsoro
nuto3a. O61IacThi0 MPUMEHEHHS HACTOSIIEr0 epeyHs ABISAETCS eI TeIbHOCTD 110 00eCIeUeHUI0
XKHU3HEHHOTO 1ukia [InaréxHoro muio3a.
3.1. Ucnomszyemoe 10
3.1.1. JInst pa3paObOTKH ¥ TECTUPOBAHUS
e Visual Studio 2019 - wunTerpupoBanHas cpena paszpaborku (IDE)
MPOrpaMMHOTO 00€CTICUCHHUST;
e PGAdmMIN — WHCTPYMEHT Uil KOH(QHUTYpUPOBaHUS, aIMUHUCTPUPOBAHUS U
ylnpasieHus 0a3aMu TaHHBIX Ha ocHOBe PostgreSQL.
3.1.2. 11 MOHUTOPHHTA CEPBEPHBIX PECYPCOB
e PGAdmMIN — WHCTPYMEHT Uil KOH(QHUTYpUPOBAHUS, aIMUHUCTPUPOBAHUS U
ynpaBieHus: 0a3aMu 1aHHBIX Ha ocHOBe PostgreSQL;
e 7-Zip — (aitnoBblil apXUBaTOP, C OTKPBHITHIM HCXOJHBIM KOJIOM;
e FAR Manager — ¢aiinoBslii MEHEIKEP, C OTKPHITHIM UCXOAHBIM KOJOM.
4. TpeOoBaHMA K TEXHUYECKUM CPeICTBaM M Pe3BEPTHIBAHUIO
4.1. Texunueckue TpeOoBaHUs, TpeOOBaHUS K OIMEPAMOHHON cpefe, Pa3BepTHIBAHUIO U
MOHHUTOPHUHTY

CepsBep npuJjioxenust

KomnuecTBo nporieccopos/siaep Oor4

KomnuecTBO BRIIEIIEMBIX Or2




BBIYHUCIIUTCIBHBIX IIOTOKOB

Heo6xoanuMmelii 00beM omnepaTuBHOM

OT4T16
MaMsITH
Heo6xoauMerit 00beM JUCKOBOTO
8 A Ot 128 T6
MIPOCTPAHCTBA
KonndecTBo cepBepoB NpUITOKEHUN Or1l

OnepanmonHasi cucteMa

Linux 4.9.0-6-amd64 Debian
GNUY/Linux 9.4 (stretch)

[TapameTpsl 111 MOHUTOPHUHTA

JIOCTYITHOCTh CepBEPOB 10 cetu (Ping);
HaJIM4Yue CBOOOIHOTO MeCTa Ha IUCKaxX
cepsepoB He MeHee 10% ot 00béMa.

TpebGoBanus xk 31

crcTeMa OOHapyKEHHs BTOPKCHUH;
3alUTa Cpeabl BUPTYaIN3aluy;
C3U oT HECaHKIIMOHUPOBAHHOI'O
JOCTYIa;

3aIInTa OT CETEBBIX aTaK.

ITonuTHKN MEXKCETEBOTO OKpaHa I
IpeaOCTaBJICHUA JOCTYIIa

cepsep npunoxenus: TCP, noptsr 5020,
80, 443;

cepsep b1: TCP, nopt 5432 — 3anpockl
Kk 6ase Postgre SQL.

Cepgep 0a3bl JaHHBIX

KommuectBo BBIACIACMBIX

Or?2
BBIUMCIIUTEIBHBIX ITOTOKOB
Heo0xoauMelii 00beM OIIEPATUBHOMN

P Or4T6

OaMsITH
Heo0xoauMelii 00bEM JUCKOBOTO | T6
MPOCTPAHCTBA
KonuuecTBO cepBepoB 0a3bl JaHHBIX Orl

OHepaHI/IOHHaﬂ cucreMma

Linux 4.9.0-6-amd64 Debian
GNUY/Linux 9.4 (stretch)

CYB]I

PostgreSQL 9.2

[TapameTpsl 1U1s1 MOHUTOPUHTA

JIOCTYITHOCTh CEPBEPOB 110 CeTH (ping);
HaJM4yue cBOOOIHOTO MecTa Ha JAMCKaxX
cepsepoB He meHee 10% oT o0BéMma.

TpeboBanue k OrKkanam

MOJIHAsl KOS — OJIMH Pa3 B MECHILL;
MOJIYyrOI0Basi KOMHS — JIBa pa3a B rOJ;
MecsiyHasi KOIUs — OJTUH pa3 B MECHI;
g depeHIanbHas KOs — OWH pa3 B
CYTKH.

TpeboBanus k 31

cucTemMa 0OHapyKEeHUsI BTOPKEHU;
3aIIUTa CPeIbl BUPTyaAIU3aIliu;
C3U ot HECaHKIITMOHUPOBAHHOTO
JOCTYTIA,

3alUTa OT CETCBHIX aTak.




cepsep npunoxenusi: TCP, noptsr 5020,
[TonuTHKH MEXKCETEBOTO IKpaHa JIIs 80, 443;

IIPEIOCTABIIEHUS JOCTYTIA cepsep b/I: TCP, nopt 5432 — 3anpocsl
k 0aze Postgre SQL.

5. YcraHOBKa M HACcTpoiika
5.1. YcranoBka, HACTPOIiKa M 3aIycK
5.1.1. YcranoBka ¢ppoHT-IH] cepBepa U cepBepa MPUJI0KeHHit
YcranoBka GpoHT-3HJ cepBepa U cepBepa OanaHCUPOBKU HArPy3KH MPOBOJUTCS
Ha cepBepax Linux Debian, Bepcun He Hmke 9. TpeOoBaHHS K cepBepaM OIKMCAHbBI B
1. 4.1 HacTOAILIETO PYKOBOJICTBA.

1. TloagxirounTe HAKOMMUTENh K CEPBEPY, BHIOEPUTE €r0 B KA4eCTBE MCTOYHHUKA
11 3arpy3ku. OTKpoeTcst 3arpy304HO€ MEHIO.

Debian GNU/ZLanux installer: boot nenu

Graphical instal
Install
Gllaiead gueings

HELp
el b yiel suzech sipblzsis




2. Bribepure «Graphical install». Jlamee HeoOxomumo BbIOpaTh S3BIK, Ha
KOTOpOM OyJeT OTOOpa)KaThCsi WHCTAIATOP. DTOT K€ SI3BIK, B IMOCIEACTBHH, CTAHET
SA3BIKOM CUCTCMEI 110 YMOJIYaHHIO.

Select a language

Choose the language to be used for the installation process. The selected language will also be the
default language for the installed system.

Language:

chinese (Simplified) - =X ~
Chinese (Traditional) - SFz(EM8)

Croatian - Hrvatski | |
Czech - Lestina

Danish = Dansk

Dutch - MNederlands

Dzongkha - Em

Esperanto = Esperanto

Estonian - [Eesti

Finnish =  Suomi

French - Frangais

Galician - Galego

Georgian - Jetmyeea

German -  Deutsch k

Nraak = =% W =3

[ sereenshot | | Go Back ]

3. Tlocne s3p1ka HEOOXOIMMO BHIOPATH T€OTPaQUIESCKHIA PETHOH.

Select your location

The selected location will be used to set your time zone and also for example to help select the system locale. Normally this should be
the country where you live.

This is a shortlist of locations based on the language you selected. Choose "other" if your location is not listed.
Country, territory or area:

Antigua and Barbuda
Australia

Botswana

Canada

Hong Kong

India

Ireland

Israel

New Zealand

Nigeria

Philippines
singapore

South Africa

United Kingdom
Zambia
Zimbabwe

other

Go Back l[ Continue




4. Tlocne BbIOOpa CTpaHbl YKaXUTE KOJUPOBKY U PACKIAAKY KJIABUATYPHI.

5. Jlanee HEoOXOAMMO IMOI0XKIAaTh HEKOTOPOE BpPEMs, MOKAa YCTAHOBIIUK HE
MIOArPY3UT BCE KOMIIOHEHTHI, He00XoauMmble 111 yctaHoBKU OC.

Oynkiun GpoHA-3HI cepBepa U (QYHKIHH OaTaHCUPOBKU HArPy3KH SIBISIOTCS
BctpoeHHbiMu it OC  Debian.  YcraHoBka JIONOJHHUTEIBHOTO  MPOTPAMMHOTO
obecrnieueHus He Tpedyercs. HacTpoiika cepBepoB MpOBOAUTCS HUCXO0s U3 (DAKTHUECKOTO
ceTeBOro OkpyxkeHus (network environment) B COOTBETCTBHH €ro HacTpOWKaMH,
OMMCAHHBIMHU B 11. 4.1.

5.1.2. Ngnix

B mHacTosmem moamyHKTe onvcaHa ycTaHoBka cepBepoB nginx mog OC Debian
JUIsl 0OOBEKTOB COTJIaCHO CXEME Ha pUCYHKeE 1.

Nginx nocryrex B peno3uTtopusix Debian 1o ymMoI9aHuio, €ro MOXXHO YCTaHOBUTH
U3 3TUX PEMO3UTOPHUEB ¢ TIoMoIIbio cucteMbl makeroB APT (Advanced Packaging Tool).

1. YtoObl MONY4YUTH IOCTYH K aKTyaJbHbIM CIHCKaM NaKeTOB, HEOOXOAUMO
OOHOBUTH MHJIEKC JIOKAbHBIX TAKETOB:

sudo apt update

sudo apt install nginx
[Tocne mpunsTus npoueaypsl, APT BBIIOTHUT yCTaHOBKY NZInX U APYTHX TPEOYEeMbIX
3aBUCUMOCTEN Ha Balll CEPBEP.

2. Jlns BBIBOAA CHMCKa KOH(MUTYpanuil mpuiokeHnid, KoTopele u3BecTHsl UFW,
HE00XO0IMMO BBECTH CJIEIYIOIIYIO KOMaH/Y:

sudo ufw app list

Heo6x0a1Mo 1mosry4uTh CHUCOK PO MPHIIOKEHHIM:

Available applications:

Nginx Full
Nginx HTTP
Nginx HTTPS

JocTtynHsl Tpu npoduis:
e Nginx Full: ator mpoduns otkpsiBaet mopt 80 (0ObruHbIil Web-Tpaduk
6e3 mudposanus) u nopt 443 (Tpaduk ¢ mudpposanuem TLS/SSL);
e Nginx HTTP: stoT npodunb otkpsiBaer Toibko nopt 80 (0Obr4HbI WeD-
Tpaduk 6e3 mudpoBanus);
e Nginx HTTPS: stor mpoduns oTkpbiBaeT Toibko moptT 443 (Tpaduk c
mmdposanuem TLS/SSL).
HeoOxonumeie quist CucteMbl MOPTHI M METOABI IU(POBAHUS ONMUCAHBI B II. 2.1
Hacrosme Mactpykuuu.
JlJ1g akTUBaLIMK MOKHO BBECTH CIEAYIOLIYIO KOMaHy (IIpUMep):
sudo ufw allow 'Nginx HTTP'
JI1st IpoBEpKH U3MEHEHUN BBEIUTE:
sudo ufw status
B pesynbratax MoxHO yBUIETh, uTo Tpaduk HTTP pasperuen:
Status: active
To Action  From

9



OpenSSH ALLOW  Anywhere

Nginx HTTP ALLOW  Anywhere
OpenSSH (v6) ALLOW  Anywhere (v6)
Nginx HTTP (v6) ALLOW  Anywhere (v6)

3. B xonme mporecca ycranoBku Debian 3amyckaer nginx. Web-cepsep yxe
JOJDKEH OBITh 3amyineH u padotath. Mcmonas3ys koMaHay systemctl status nginx, MOKHO
MIPOBEPHUTH PabOTY CITY)KOBI:

nginx.service - A high performance web server and a reverse proxy server

Loaded: loaded (/lib/systemd/system/nginx.service; enabled; vendor preset:
enabled)

Active: active (running) since Tue 2021-06-01 18:15:57 UTC; 3min 28s ago

Docs: man:nginx(8)

Process: 2402 ExecStart=/usr/sbin/nginx -g daemon on; master_process on;
(code=exited, status=0/SUCCESS)

Process: 2399 ExecStartPre=/usr/sbin/nginx -t -q -g daemon on; master_process
on; (code=exited, status=0/SUCCESS)

Main PID: 2404 (nginx)

Tasks: 2 (limit: 4915)
CGroup: /system.slice/nginx.service
|—2404 nginx: master process /usr/sbin/nginx -g daemon on;
master_process on;
L2405 nginx: worker process

5.1.3. ¥Ycranoska I10 PGAdmin 4

IlepBoe, 4TO HY>XHO cienaTh — 3TO CKayaTh AUCTPUOYTUB TaHHON MPOTrPAMMBI.

Jjig 3TOTO MEepexoanM Ha opUIMANBbHBIN callT B paznen «Downloady.

Crpanuna 3arpy3ku pgAdmin 4 — https://www.pgadmin.org/download/

3aTeM BbIOMpaeM OINEPAIMOHHYI0 CHUCTEMY, Ha KOTOPYO MBI OyJIer
ycraHaBnuBath pgAdmin 4, B HameMm ciydae «Windowsy, nanee BbIOMpaeM BEPCHIO
pgAdmin 4, akTyanbHast BEpCcUsl pacrojaraetcs CBEpxy.

[IlenkaeM MO COOTBETCTBYIOIIEH CCHUIKE, B pe3yjbTaTe HAC MEpPEHECeT Ha CalT
PostgreSQL, Tak kak pgAdmin — 3TO oOQHUIMaNIbHBII HHCTPYMEHT IS paboThl C
PostgreSQL, 3nech HaM HYXHO BBIOpaTh THI (T.€. Pa3psAAHOCTH) HAIlleH ONEeparuoOHHON
CHCTEMBI, KJINKaeM TI0 COOTBETCTBYIOIIEH CCBIIKE.

B urore nomkeH 3arpy3uThcs UCIIOMHSAEMBIN (aii.
3amyckaeM CKayeHHbIN (aiii.
B okne npuBeTcTBus HaxuMaeM «Next».
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https://www.pgadmin.org/download/

W Setup - pgAdmin 4 — X

Welcome to the pgAdmin 4
Setup Wizard

This will install pgAdmin 4 version 4.28 on your computer.

It is recommended that you close all other applications
before continuing.

Click Next to continue, or Cancel to exit Setup.

[Hanee, IpuHUMaeM yCIOBHS JIMLICH3UOHHOTO COIVIAIICHHUs], IUIs 3TOr0 OTMeuYaeM IyHKT «I accept
the agreement» 1 HaxxuMaeM «Nexty.

11



W Setup - pgAdmin 4 — X

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

PgAdmin 4 A

'Copyright (C) 2013 - 2020, The pgAdmin Development Team
'Permission to use, copy, modify, and distribute this software and its
‘documentation for any purpose, without fee, and without a written
‘agreement is hereby granted, provided that the above copyright notice
‘and this paragraph and the following two paragraphs appear in all
‘copies.

IN.NO EVENT SHALL THE PGADMIN DEVELOPMENT TEAM BE Y

@i\l_.gccept the agreement

() 1do not accept the agreement

< Back Cancel

[Torom MBI MO’kEM yKa3aTh MyTh K KaTaJOTy, B KOTOPBINH OyA€T yCTaHOBJIEHA IPOTrpaMma,
OJIHaKO MOKHO OCTaBUTh U 10 YMOJYaHHIO, HAKUMaeM «Next»

12




W Setup - pgAdmin 4 — X

Select Destination Location ~
Where should pgAdmin 4 be installed? C

Setup will install pgAdmin 4 into the following folder.

To continue, click Next. If you would like to select a different folder, click Browse.

C:\Program Files\pgAdmin 4\v4 Browse...

At least 246,6 MB of free disk space is required.

B cnenyromem okHe B ciiydae HEOOXOIMMOCTH MOXKHO HAaCTPOUTH SPJIBIK Ui 3amycka pgAdmin
4.

13



W Setup - pgAdmin 4 5— X

Select Start Menu Folder ‘
Where should Setup place the program's shortcuts? C

Ny

v
v

Setup will create the program's shortcuts in the following Start Menu folder.
——

To continue, click Next. If you would like to select a different folder, click Browse.

Browse...

Dgon't create a Start Menu folder

Haxxumaem «Nexty.

14



W Setup - pgAdmin 4 —

Ready to Install
Setup is now ready to beqgin installing pgAdmin 4 on your computer.

change any settings.

Click Install to continue with the installation, or click Back if you want to review or

Destination location:
C:\Program Files\pgAdmin 44

Start Menu folder:
pgAdmin 4

Cancel

< Back Install
Bce roroBo st yctanoBkH, HaxkumaeM «Instally.

YcTaHoBKa Havyalach, OHAa IPOAIUTCS OYKBaIbHO Mapy MUHYT

15




W Setup - pgAdmin 4 — X

Installing "
Please wait while Setup installs pgAdmin 4 on your computer. C

Extracting files...
C:\Program Files\pgAdmin 4\v4\docs\en_US\html\_static\function_parameters.png

Cancel

VYcranoBka OyzeT 3aBeplileHa, Kor/ia MOsSBUTCS cienyroliee okHo, xkMeM «Finish» (ecnu ramouka
«Launch pgAdmin 4» Gynet cTosTh, TO ocie HaxkaTHs Ha KHOMIKY «Finish» 3amycturcs
nporpamma pgAdmin 4).

16



W Setup - pgAdmin 4 o

Completing the pgAdmin 4
Setup Wizard

Setup has finished installing pgAdmin 4 on your computer.
The application may be launched by selecting the installed
shortcuts.

Click Finish to exit Setup.

Launch pgAdmin 4

5.1.4. YcranoBka cepBepoB 6a3 nanHbIx PostgreSQL
Uto6s! ycraHOBUTH PostgreSQL, ncnone3yiite menemxep nakeroB APT, koTopsiii

YCTaHOBUT U cepBep u kimeHT PostgreSQL 11.
apt install postgresql-11 postgresql-client-11

17



Activities Terminal = Thu14:17

debian@debian: ~

File Edit View Search Terminal Help

root@debian: /home/debian# apt install postgresql-11 postgresql-client-11
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following additional packages will be installed:
libpg5 postgresql-client-common postgresgl-common sysstat
Suggested packages:
postgresql-doc-11 libjson-perl isag
The following MNEW packages will be installed:
libpg5s postgresql-11 postgresql-client-11 postgresql-client-common
postgresql-common sysstat
0 upgraded, 6 newly installed, ©® to remove and © not upgraded.
Need to get 16.5 MB of archives.
After this operation, 55.3 MB of additional disk space will be used.
Do you want to continue? [Y/n] I

B Debian, 6a3a qaHHBIX postgres HHUIAAIN3UPYETCS Cpasy MOCIIE 3aBEPIICHNUS YCTAHOBKU

IMMaKeTa, KaK IIOKAa3aHO Ha CJIICAYIOIIICM CHUMKE.
Activities Terminal ~ Thu14:19

debian@debian: ~

File Edit View Search Terminal Help

Created symlink /etc/systemd/system/multi-user.target.wants/postgresql.service -
/lib/systemd/system/postgresql.service.
Setting up postgresql-11 (11
11/main
-D /var/lib/postg gl/11/main --auth-local pe|

This user must also own the server process.

The database cluster will be initialized with locale "en US.UTF-8".

The default database encoding has accordingly been set to "UTF8".
The default text search configuration will be set to "english".

Data page checksums are disabled.

fixing permissions on existing directory /var/lib/postgresql/11/main ...
creating subdirectories ... ok

selecting default max connections ... 100

selecting default shared buffers ... 128MB

selecting default timezone ... America/New York

selecting dynamic shared memory implementation ... posix

creating configuration files ... ok

running bootstrap script ... ok

performing post-bootstrap initialization ... ok

YroObI TPOBEPUTH, ICHCTBUTEIBLHO M 0a3a TaHHBIX Postgres HHUIIMAIN3UPOBaHA, BBl MOJKETE
UCTIOJIB30BaTh YTHIUTY pg_isready, KOTOpas MPOBEPSIET CTaTyC COCAMHEHUS cepBepa
PostgreSQL 11 cnexyromnum oOpazom:
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pg_isready

Activities Terminal = Thu14:21

debian@debian: ~

File Edit View Search Terminal Help

root@debian: /home/debian# pg isready
Jvar/run/postgresql:5432 - accepting connections
root@debian: /home/debian#

KpOMC TOro, B systemd cny>1<6a POSth’CS TAKKC 3aIlyCKaCTCA aBTOMATUYCCKU U BKIIIOYACTCA IIPU
3arpy3Ke CUCTEMBI.

YroOsl yOeauThes, 4To ciiy’k06a paboTaeT HOPMaJbHO, BBIMOJIHUTE CIEIYIOIIYI0 KOMAaHAY:
systemctl status postgresq|l
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Activities Terminal ~ Thu 14:22

debian@debian: ~

File Edit View Search Terminal Help

root@debian:/home/debian# pg isready
/var/run/postgresql:5432 - accepting connections
root@debian: /home/debian# systemctl status postgresqgl
postgresqgl.service - PostgreSQL RDBMS
Loaded: loaded (/Llib/systemd/system/postgresql.service; enabled; vendor prese
Active: since Thu 2819-08-22 14:18:16 EDT; 4min 15s ago
Main PID: 6234 (code=exited, status=0/SUCCESS)
Tasks: @ (limit: 2348)
Memory: OB
/system.slice/postgresql.service

:18:16 debian systemd[1l]: Starting PostgreSQL RDBMS...
:18:16 debian systemd[l]: Started PostgreSQL RDBMS.
lines 1-10/1@ (END)

Uto0bI epeynTaTh KOHPUTYPALIUIO TIOCIIE TIepe3arpy3Ku BHITIOTHHUTE:
systemctl reload postgresql

[To ymomyanuto Postgres MCHONB3yeT KOHIEMIUIO PO Uis YHpaBlIEHUS pa3pelIeHUsIMU
nocTtyna K 0a3ze NaHHBIX, a POidM 0a3bl JAaHHBIX KOHIENTYaJlbHO MOJTHOCTHIO OTAENEHBI OT
MOJIb30BaTeNe OnepaluoHHONW CHUCTEMBI. Pollb MOXKeT OBITH MOJB30BATENEM HIIM TPYMIOH, a
pOJIb C MPAaBOM BXO/Ia B CUCTEMY HA3bIBAETCS MOJIH30BATEIEM.

TonpKO YTO WHUIMAIM3UPOBAHHAS CHCTEMa BCETAa COICPKUT OJHY MPEAOIPEICICHHYIO POJIb,
Ha3bIBACMYIO postgres, H UMCCT TO KC UM, UTO U YUCTHAA 3alIMCh MOJIb30BATCIIA OHepaHHOHHOﬁ
CHCTEMBI, Ha3bIBaeMas postgres, KOTopasi HCIIOJIb3yeTcs sl JocTyma K psql (o6omouka Postgres)
U IpYTUM TIporpaMMam 0a3 JaHHBIX.

VY4eTHas 3amuCh MOJIL30BATENs CHCTeMbI Postgres He 3amiuineHa mapojem, s €€ 3allUThl Bbl
MO>KETE CO3JIaTh MapOoJib C TOMOIIBIO YTUIIUTHI passwd:

passwd postgres
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Activities Terminal ~ Thu 14:34

debian@debian: ~

File Edit View Search Terminal Help
root@debian: /home/debian# passwd postgres

New password:

Retype new password:
passwd: password updated successfully

root@debian: /home/debian# [J

Kpowme toro, ponb Postgres (nim, ecinu yroaHo, Cyneproiab30oBaTelb 6a3bl JaHHBIX) MO
YMOJYaHHUIO HE 3alluilleHa. Bam Taxke He0OX0IMMO 3alIUTUTh €€ mapoiieM. Tenepb
NEPEKITIOYNTECh HAa YIETHYIO 3aIMCh TTOJIH30BATEISI CHCTEMBI pOstgres M poib postgres (He
3a0y/IbTe YCTAHOBUTH HAJICKHBIN U 0€30IMACHBIN MAapOJIh), KaK MOKa3aHO HUKE.

su - postgres
psql -c "ALTER USER postgres WITH PASSWORD 'HoBbIii_napoiis';"”

Activities Terminal = Thu 14:37

debian@debian: ~

File Edit View Search Terminal Help
root@debian: /home/debian# passwd postgres
New password:

Retype new password:

passwd: password updated successfully

root@debian: /home/debian# su - postgres

postgres@debian:~% psql -c "ALTER USER postgres WITH PASSWORD 'p@ssword';"




Jlanee BeIMIUTE U3 YUETHOM 3aMKCH postgres, 4ToObI TPOIOJDKUTE HACTPOiKy. OCHOBHO#M
daitn kouduryparuu Postgres Haxomutcs mo myTH /etc/postgresql/11/main/postgresql.conf. B
JOTIoNTHEHHE K 3ToMy (haiiimy Postgres ucnonb3yer nBa npyrux (aina KoHQHUrypanuu, KOTOpbIe
YIPaBIIAIOT ayTeHTU(DUKALIMEH KIIMEHTa.

AyTeHTH)HUKAIHSA KJIMEHTA KOHTPOJIUPYETCS daitnom KOH(HUTypaIuu
/etc/postgresql/11/main/pg_hba.conf. Postgres npenoctaBisieT MHOXXECTBO Pa3IMYHBIX METOJ/IOB
ayTeHTU(UKAMKU KJIMEeHTa, BKJIIOYas ayTeHTU(UKalMio Ha ocHoBe mnapois. KiueHTckue
COCIMHEHHUS! AayTeHTH(QHUIHMPYIOTCS Ha OCHOBE ajpeca XocTa KiIHeHTa, 0a3bl JaHHBIX U
MOJIb30BaTEJIs.

Ecnu BBl pemmTe HMCHONB30BaTh AyTEHTH(HUKAIMIO HAa OCHOBE MAapoJisi, BBl MOXKETE
BOCIIOJIB30BaThCSl OAHMM M3 3THX METOAOB: mdS WM mapoib, paboTaromuil aHaJIOTHYHBIM
o0pa3oM, 3a HCKIIOYEHHEM crmocob0a Tmepenayd mapoiii 1O COEAWHEHHWIO, a WMEHHO,
X31mMpoBaHus MDS 1 OTKPBITOro T€KCTa COOTBETCTBEHHO.

Hcnonp3oBanue ayTeHTHPHUKAUMU MO Mapoiro mdS5S mpeaoTBpailaeT rnepexsar maposien
XaKepaMH W TO3BOJSET M30exaTh XpaHEHUs Mapojieil Ha cepBepe B BUJIE MPOCTOTO TEKCTA.
[TaponbHBIA METOJI MOXHO HCIOJB30BAaTh TOJIBKO B TOM CIIy4ae, €CIM COCIMHEHUE 3alIUIICHO
mdpoBanuem SSL.

B sTOM pyKOBOACTBE MBI MOKaXEM, KaK HACTPOHUTH ayTEHTH(HKAIMIO 10 mapoito mdS
JUTs ayTeHTU(UKAUMY KIIMEHTA.

vim /etc/postgresql/11/main/pg_hba.conf

Haiinute crnexyromyro CTpOKY M H3MEHUTE METOJ ayTeHTH(uKanmuu Ha mdS, kak
MOKa3aHO Ha CKPUHIIOTE.

local all all md5

Activities Terminal ~ Thu15:10

debian@debian: ~

File Edit View Search Terminal Help

# maintenance (custom daily cronjobs, replication, and similar tasks).
#

# Database administrative login by Unix domain socket

local all postgres peer

# TYPE DATABASE USER ADDRESS METHOD

# "local" is for Unix domain socket connections only

local all all WGE |
# IPv4 local connections:

host all all 127.0.0.1/32 md5
# IPv6 local connections:

host all all ::1/128 md5
# Allow replication connections from localhost, by a user with the
# replication privilege.

local replication all peer
host replication all 127.0.0.1/32 md5
host replication all ::1/128 md5

-- (insert) VISUAL --

Coxpanute u3MeHeHusi B (aiiie W BBIUAWTE W3 HEro. 3aTeM MPUMEHUTE IOCICTHUE
W3MEHEHUs, TIepe3anycTuB ciyk0y Postgres crnemayromum oOpa3om.

22



systemctl restart postgresql

Co3nanue HOBOW 0a3pl NAaHHBIX M poiu 0a3bl JaHHBIX/moNb3oBaredss B PostgreSQL
OTIHCAHO B CIEAYIOIIEM ITYHKTE.

5.1.5. Co3nanue ucxoanoii bJJ

Co3nanue ucxoauoit mycroit bJ{ Cuctemsl npousBoautcs Ha cepBepe PostgreSQL
ucnone3ys PGAdmin 4.

ITocne 3amycka PGAdMIn HeoOxoaumo co3aath 0a3y maHHbIX ¢ HazBanueMm IRO u
BIazaebleM «Postgresy, mocie yero pa3BepHyTh B He€ OdKall CTPYKTYphl HEOOXOIUMOM
BJI (daitn «IRO_RB_DB.backup»).

5.1.6. YcranoBka cpensl BoinosiHenusi NET Core 6

YcTaHoBKa OCYIIECTBIISIETCS C IIOMOIIBIO CKPUIITA.

Cuenapun dotnet-install ucrosb3yroTest isi aBTOMATH3AIMKA YCTAHOBOK ITAKETa
SDK u cpenbl BBINOTHEHUS.

YcTaHoBKa MTPOU3BOOUTCS B HHTepdeiice KOMAaHIHOM CTPOKHM C TOMOIIBIO
3amycka ¢aitna dotnet-install.sh komangoii

Jdotnet-install.sh -c 6.0
5.1.7. ¥YcranoBka 10

VYcranoska 110 npousBoautcs nyrem KonupoBaHus (aiiaoB Ha cepBep MPHIIOKEHUH.
Karanor konupoBanuss Ha cepBepax ompenensercs Pa3paborunkom win CHCTEMHBIM
aJIMUHUCTPATOPOM, MOCTIE YETO Ha CepPBEepe MPOU3BOIUTCS KOMITHIISIIHS.

KoMmmumnsimust BBIONHSAETCS B KOMAaHHON CTPOKE ITyTeM IMEepexoia B ONpPEIeIICHHYIO

BBIIIC MAIIKy U BBITIOJIHCHUS KOMAaH/IbI.
dotnet publish -c Release
IIOCJIC 4Y€Tro B KOMaH,[[HOfI CTPOKE MbI YBUJAUM IIPOLCCC KOMITUIIAIUA

3anmycK NpuI0KEeHUs TPOU3BOJUTCS C TOMOIIbIO0 KOMaH bl
dotnet <wazeanue mooyns>.dll
npyd HEOOXOAMMOCTH MOXKHO IPOU3BECTH JEMOHM3ALUIO MPUIIOKEHUS HCHOJb3YS
systemd myTem co3maHus COOTBETCTBYIOLIETO (haiisia ¢ pacipeHneM *.Service
6. Ilepeyenr mnporpaMMHOro oOecnedyeHusi, Heo0X0AMMOro JJsi obecrneyeHust
¢pyHkuuoHnpoBanud ¥ 3kcmiayaranuu Ilnaréxnoro nuirosa
6.1. Haznauenue u o0actb npumMenenus Iepeuns
Hactosammii Ilepedens npenHazHadeH Ui MOJJEPKAaHUS B aKTyaJlbHOM COCTOSIHUM CITMCKa
MPOrPaMMHBIX HHCTPYMEHTOB, UCIOIb3YEMbIX B X0J1€ IKCIUTyaTanuu IlnaTéxunoro mumo3a.
OO6sacTpi0 TPUMEHEHUS! HACTOSILEr0 MEepedHs SBISETCS NEeATENBHOCTh M0 00ECIeYeHHUIO
JKU3HEHHOr0 1uKia [Tnaréxuoro nuiosa.
6.2. Ucnoab3yemoe IO
6.2.1. Jlnisi pa3paGoTKH M TECTUPOBAHUS
B nporecce pazpabotku u TectupoBanus Pa3paboTunkoM HCHOIB3YIOTCS:
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e Visual Studio 2019 - wunTrerpupoBanHas cpena paspaborku (IDE)
IIPOrpaMMHOT0 00ecreueHn
e PGAdMIN — uHCTpyMEHT Uil KOH(PUTYPUPOBAHUS, aIMUHUCTPUPOBAHUS U
yrIpasieHus: 6a3aMu JaHHBIX Ha ocHoBe PostgreSQL,;
e GitLab — cucrema KoHTpONs BepcHii HPOrPaMMHOr0 OOECIICUYEHHS, C
OTKPBITBIM UCXOJIHBIM KOJIOM;
6.2.2. [Ijisi MOHUTOPUHTA CEPBEPHBIX PeCypCcoB
B mponecce skcrutyataum ¥ MOHMTOPUHIA CEpBEPHBIX pecypcoB (B T.4. cepBepoB bJI)
CuCTEeMHBIM aIMUHUCTPATOPOM HCIIOJIb3YHOTCSL:
e Zabbix — cucTeMa MOHUTOPUHTA CEPBEPHBIX METPHK, C OTKPBITHIM
HCXO/IHBIM KOJIOM;
e PostgreSQL — cucrema ynpasnenust b/{;
e PGAdMIN — uHCTpYyMEHT [T KOH(PUTYPUPOBAHUS, aIMUHUCTPUPOBAHUS U
yrpaBiieHus: 6a3amMu TaHHBIX Ha ocHOBe PostgreSQL,;
e 7-Zip — daiinoBelii apXHUBATOP, C OTKPBITHIM UCXOAHBIM KOJIOM;
e FAR Manager — ¢aitioBsiii MEHEIKEP, C OTKPBITHIM HCXOIHBIM KOJIOM.
6.2.3. Il moa/iep KKy MoJib30BaTeJieit
B nponecce noanepxku nonb3osareneit 11naTéxHoOro mi03a UCIoNb3yOTCS:
e OTRS — cucrema o00pabOTKM 3asBOK IIOJIb30BATeNCi, C OTKPBITHIM
HCXO/IHBIM KOJ/IOM.
e  WhatsApp, Telegram — MecceHKepBI IS CBSI3H C TI0JIb30BATENISIMU;
e Microsoft Outloook — KJIMEHT KOPIOPATUBHOM 3JIEKTPOHHOM MOYTHI LIS
CBSI3U C ITOJIb30BATEISIMH;
e Ammyy Admin — cucrema yaaieHHOro J0CTYIa ¥ aIMUHUCTPUPOBAHHS
e TeamViewer — cuctema Juisl yJaJICHHOW TEXHHUYECKOM MOICPIKKH.
7. Hcnonb3yemblii Ha0Op TEXHOJIOTHIA
e CVYB/: PostgreSQL.
e  OpeiimBopku, maarhopme, ORM: NET Core 5, Entity Framework, Entity
Framework Core, Dapper, SignalR, Bootstrap4.
e SI3piku mporpammupoBanust: C#, SQL (PL/pgSQL), JavaScript.
e I3pik paszmerku: HTML.
8. HHcTpykuusi mo ycrpaHeHuio cb6oeB B mpouecce 3kcruryartanuu IlaaTéxnoro
111032
Bo3MoskHBIE IPUYHMHBI COOEB:

1. Beicokas Harpyska Ha B/[
2. Bricokast Harpy3ka Ha cepBepa MPHIIOKEHHH
3. ObecTounBaHNE CEPBEPOB U CETEBOI0 000PYAOBAHUS

8.1. ¥Ycrpanenue c60eB nNpu BhICOKOI Harpy3ke Ha BJ[

OcHoBHOW mnpuuuHON cOoeB B pabote Ilmaré&xHoro mumro3a TakWxX, Kak OTCYTCTBUE
oOpatHoi cBs3u oT [lnmaréxHoro mumo3a y OOJBIIMHCTBA IOJIb30BATENCH, HEBBITOJHEHHE
3aIIpOCOB, SBISIETCA BBICOKAs Harpys3ka Ha b/l, co3naromas ouepeas U3 3a1pocoB.

BosbmHCTBO 3ampocoB, B CBOIO O4Yepeilb, COpachIBAeTCs MO TaiiMayTy, YTO MPHUBOIMT K
VX HEBBINIOJHEHUIO U NOJIb30BATEIb HE MOIY4aeT OTBETA HAa CBOE JEHCTBUE.
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Jlnia pemenust 3Tol npoOiaeMbl U MpU OOJIBIIOM KOJIMYECTBE aKTUBHBIX MOJIb30BaTeNeH
HeoOXxoauMo nojkiouaTh permky b/l B nononnenue k ocHoBHoi b1,
8.2. YcrpaHeHue c00eB NMPHU BHICOKOI HArpy3Ke Ha cepBepbl NPUJI0KEH Uit
[Ipu BBICOKOW aKTMBHOCTH IOJIb30BaTElCl BO3MOKHA OOJbIIas Harpy3ka Ha cepBepa
npwioxkeHud. ONTUMaJbHBIM PEIICHUEM CHIDKEHUS Harpy3kd Ha CepBEphbl  SIBISIETCS
TOPU30HTAILHOE MaclITabUpOBaHHE CEPBEPOB (YBEIMUYEHUE MX KOJIUYECTBA) C PABHOMEPHBIM
pacupeeseHueM Harpy3KH.
8.3. YcrpaHeHnue c00eB CBA3aHHBIX ¢ 00eCTOYHBAHNEM CEPBEPOB M CETEBOI0
00opy10BaHUA
JUis  mpenoTBpallleHUs] CIlydaeB BBIXOJa W3 CTPOSI CEPBEPHOrO OOOPYIOBAHHS H
NOBpeXAcHUs (yTepH) MaHHBIX H3-32 BHE3AaITHOTO OOECTOYMBAHUS CEPBEPOB, HEOOXOIAMMO
MPEyCMOTPETh MOAKIIIOUYEHUE HCTOYHUKOB OecIiepeOOHHOr0 MUTaHusl, CIIOCOOHBIX 00CCIICUYUTh
0€30MacCHYI0 OCTaHOBKY paOOThI CEPBEPOB.
Taxxke, nns mpemaoTBpallleHus: OOphIBOB CBs3H, HeoOxoaumo mpeaycmorpeTs WBII
JUISL CETeBOr0 000pyaoBaHus. {15 MOBBIIICHHS] YCTOMYMBOCTH K 00€CTOUYMBAHUIO CETEBOTO
ob6opynoBanus, UBIT HeoOxoaumo mpoy0upoBaTh.

9. KoHTakThl TeXHHYECKHUX CHEeNHAJHCTOB [Jsl KOHCYJIbTAIMH MO Hpoleccy
pa3BépThIBaAaHUA U HACTPOMKH 3K3eMILisgpa 11O u ero GpyHKuMOHMPOBaHUA
B ciydae BO3HHMKHOBEHHMs BONPOCOB IIO IIPOLECCY pa3BEPTHIBAHUSA M HACTPOUKHU
sx3zemiuisapa [10, ero GpyHKIMOHMPOBAaHUS CIEIyeT OOpAaTHTHCSA K CIEIYIOIIUM CIEIHaTuCcTaM
000 «Dyncodr»:
- XamutoB Cepreit Bnangumuposuy,
@Rashimil (Telegram),
svkhamitov@fulsoft.ru (email),
r. Yoa,
Yacosoii nosic: UTC+5 (GMT+5) Exarepun0Oypr.
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